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UNCLASSIFIED

INSIDER RISK AWARENESS

| Don’t Need an Insider Threat Program

It’s Too Difficult to Establish an Insider Threat Program

| Don’t Have the Expertise to Run an Insider Threat Program

| Can’t Afford an Insider Threat Program
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INSIDER RISK AWARENESS

Defining Insider Threat

Insider

Anyone with authorized access.
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INSIDER RISK AWARENESS

Defining Insider Threat

Insider Threat

The likelihood, risk, or potential that an insider
will use his or her authorized access, wittingly
or unwittingly, to do harm to an organization,
Including the loss or compromise of
Information, facilities, and personnel.
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Defining Insider Threat
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INSIDER RISK AWARENESS

Food Adulteration

Contamination

Data Breach

Fraud

Theft

Sabotage

Loss of Trade Secret or Proprietary
Data

Tainted Supply Chains

Acts of Violence

Insider Threats in Food and Agriculture Sector

Report: One person shot at food service plant in
Georgia, search for shooter

by Gary Detman | Friday, December 13th 2019
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Video Prank at Domino’s Taints Brand
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omino’s Pizza employees filmed a prank in the
taurant’s kitchen, they decided to post it online. In a few days,
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Witting and Unwitting Insiders
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Factors Contributing to Vulnerability

Potént'a| Perceived
Access | Risk Life Crisi
Indicators e 51
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Opportunity and crisis contribute to vulnerability.
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Potential Risk Indicators (PRIs)

Most employees engaging in negative behavior showed one or more PRIs.

1 Access Attributes

1 Professional Lifecycle and Performance

1 Foreign Considerations

1 Security and Compliance Incidents

1 Technical Activity

1 Criminal, Violent, or Abusive Conduct

1 Financial Considerations

1 Substance Abuse and Addictive Behaviors

1 Judgement, Character, and Psychological Conditions
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See something,
say something!
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INSIDER RISK AWARENESS

@
INSRDER
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veryone struggles sometimes THREAT PROGRAM

Vigilance

Report to your INSIDER THREAT PROGRAM
and ensure he gets the help he needs.
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INSIDER RISK AWARENESS
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Insider Risk Programs

Multidisciplinary Teams

Proactively Deter, Detect, and Mitigate Risk

Respect the Privacy and Civil Liberties of the Workforce
Seek Positive Outcomes

Manage Risk to Protect Organizations and their Resources

DEFENSE
COUNTERINTELLIGENCE
AND SECURITY AGENCY



INSIDER RISK AWARENESS

Resources
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INSIDER RISK AWARENESS

ESTABLISH vyour insider risk program by working with senior leadership to designate a senior official or program
manager. Work with senior managers from throughout your company including security, human resources, legal,
and information technology representatives to craft an Insider Risk Program Plan and establish information sharing
policies and mitigation strategies. Conduct a Risk Assessment to identify critical assets, threats to your
organization, unique vulnerabilities, and appropriate countermeasures to address the insider threat.

DETER insider threat activities and manage insider risk by instituting training and awareness programs for all
personnel. Ensure that principles of organizational trust, fairness, and transparency are part of your work culture
and communicated to employees. Evaluate work processes and security protocols such as pre-employment vetting,
principle of least privilege, separation of duties, and termination procedures to ensure that insider risk
considerations are in place.

DETECT behaviors and activities indicative of potential risk by encouraging reporting to front line managers,
supervisors, human resources, security and insider risk program personnel. Consider establishing designated email
and/or phone lines and ensure employees know what to report and to whom. Establish user activity monitoring
capability on sensitive systems or those that house proprietary data.
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INSIDER RISK AWARENESS

MITIGATE potential risk by addressing insider risk indicators early — before a negative event occurs. Coordinate

with your multidisciplinary insider risk team to deploy proactive interventions. Many risks can be mitigated with
increased training, updated security protocols, or human resources and employee assistance program strategies.
Decide how the team will handle indicators and ensure fair, consistent application of mitigation strategies.

REFER insider threat incidents and/or potential risk indicators that cannot be resolved to appropriate local and
federal law enforcement. Make sure employees know to call 911 when there is a threat of imminent danger.

MATURE vyour insider risk program over time by conducting self-assessments to determine the effectiveness of
your deterrence, detection, and mitigation capabilities. Consider insider threat specific training for insider risk team
personnel and coordinate with partners in your industry to identify best practices. Engage with federal agencies and
organizations for access to resources.
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UNDERSTANDING INSIDER RISKS
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Insider Risk Programs for the
Food and Agriculture Sector

IMPLEMENTATION GUIDE
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Implementation of an Insider Risk Prt;gram can help mitigate risks associated with trusted insiders.
Click the links to learn how to establish an Insider Risk Program at your organization and develop a
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INSIDER RISK AWARENESS

AWARENESS MATERIALS AT WWW.CDSE.EDU

Welcome to the game of Whodunit,

Your organization has experienced a major data

leak. Important secret information has somehow Be confident in your ability
gotten into the hands of a competitor or to cope with negative events.
adversary. It's up to you to figure who did it,
how, and where it happened. Resilient insiders are less

likely to become threats.

CASE STUDY 1

KlNE nc \"lOLENCE -A Positive OU‘-CO“\Q

Study the first scenario shown on the next page
to learn what happened. Then get to know the

= rested ance. His
S A prevented Him iy = He p o possible suspects, location where the incident
‘sutomated wﬂ“f"‘ o may have occurred,and potential methods used
hr"stophef ,nG 2o was sentenc m‘ Lo to obtain the data. When you think you know the
telony 40 R < Coast Guard Hasdauarier !‘

answer, go ahead and make an accusation! But
paul By
and worked

hurry, you must identify the source of **
leak and mitigate the da~
Hasson Washingion, D.C

JUST BECAUSE IT"S ON THE STREET,

There are seven mysteries. 5
can solve. Click the green arrr

e Insider Threat Awareness

Trivia Twirl
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SHARING CLASSIFIED
INFORMATION WITH
THE PUBLIC IS

#UNAUTHORIZED .)
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Insider Threat Sentry - Mobile Application

Jownload on the

- OET T OO0 £ D
p‘ Google Play [ ¢ App Store
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RESOURCES

DHS CISA
https://www.cisa.qov/insider-threat-mitigation

National Counterintelligence and Security
Center/National Insider Threat Task Force
https://www.dni.gov/index.php/ncsc-how-we-
work/ncsc-nittf

Defense Counterintelligence and Security Agency
https://www.dcsa.mil/

US Department of Agriculture
https://www.usda.gov/

Food and Drug Administration
https://www.fda.gov/home

FBI

https://www.fbi.gov/investigate/counterintelligence
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https://www.cisa.gov/insider-threat-mitigation
https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-nittf
https://www.dcsa.mil/
https://www.usda.gov/
https://www.fda.gov/home
https://www.fbi.gov/investigate/counterintelligence

WHERE TO FIND US

Information

https://www.cdse.edu/ = : atll
You Tuhe Center for Development of
Security Excellence

http://www.youtube.com/user/dsscdse

ﬁ http://tinyurl.com/3p6ghle

@InT_Aware
@TheCDSE

CDSER T

| http:iiwww.youtube.com/useridsscdse|
| n http:iitinyurl.com/3péghle

u https:/itwitter.com/TheCDSE

938 Elkridge Landing Road
Linthicum, MD 21080
410-865-3113

—

Insider Threat Sentry on
Apple App Store and Google
Play

https:/lwww.cdse.edu
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Questions?

Rebecca Morgan
Insider Threat Division Chief, CDSE, DCSA
rebecca.a.morgan?22.civ@mail.mil
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